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transparency, these measures increasingly conflict with national data
sovereignty regulations, creating a legal trilemma involving transparency,
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eywores ) data control, and international trade. This study examines the legal
Critical Raw Materials; X . . . . ] .
Data; implications of divergent data sovereignty regimes for CRM traceability and
Transparency; evaluates the adequacy of existing international mechanisms governing cross-
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border data transfers. The research employs a normative legal method using
statutory, conceptual, comparative, and analytical approaches to assess the
compatibility of domestic regulatory frameworks with international trade

Policy;

obligations. The findings reveal three principal conclusions. First, existing
international and domestic legal frameworks governing cross-border data
transfers remain fragmented, generating regulatory inconsistencies that
undermine the effectiveness, reliability, and interoperability of CRM
traceability systems. Second, an effective international traceability framework
requires harmonized legal standards that establish clear and proportionate
rules, recognize the legal validity of digital traceability records, safeguard
legitimate state interests in strategic data governance, and facilitate secure
cross-border information exchange. Third, although the traceability trilemma
cannot be completely resolved because transparency, data sovereignty, and
international trade embody competing legal priorities, a balanced
international legal framework aligned with World Trade Organization
principles can reduce regulatory conflicts, strengthen legal certainty, prevent
disguised trade restrictions, and promote trustworthy cooperation throughout
the global CRM value chain.

This is an open-access article under the CC-BY 4.0 license.
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Introduction

Global critical raw material supply chains increasingly operate across multiple
jurisdictions, requiring a single product to comply simultaneously with diverse
national data governance frameworks. Throughout its cross-border journey, a
battery or critical mineral may become subject to several distinct legal regimes
regulating data sovereignty, traceability, and cross-border data transfers, thereby
creating significant regulatory complexity. The movement of a lithium battery from
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Chile to China, then the EU, then the United States shows this challenge clearly.!
Each border brings new rules, new demands, and new risks. Every country in that
path demands control of its own data. Each country also expects strong proof of
responsible sourcing. At the same time, every country wants security in its trade
systems. This is the core of the traceability trilemma.?The trilemma asks how we
can respect data sovereignty, improve supply chain transparency, and protect trade
security at the same time. Critical raw material (CRM) supply chain governance
has attracted growing multidisciplinary attention, spanning resource economics,
international trade law, and sustainability science.?

China has dominated rare-earth elements for many decades. It mines most
global supply and refines nearly 90% of it. In April 2025, China imposed new
export licensing rules on seven rare-earth elements. It claimed these controls were
needed for national security reasons.* The policy caused fast disruption in global
trade flows. U.S.-bound shipments of rare-earth magnets dropped with long
licensing delays. Many applications also faced a growing backlog inside China’s
system.® The rules reached beyond China’s borders and affected foreign exporters.
Companies now needed Chinese approval to re-export goods with small Chinese-
origin inputs. Shipments improved later in 2025, but U.S. firms stayed worried.
China’s strong refining position and control of key permits increased its leverage.
In November 2025, China paused some controls for one year as a tactical step.°

The pause in China’s controls reduces short-term pressure, but the main risk
remains. Global supply chains still depend on a major power that can use its legal
tools at any time.” This dependence creates tension between three key priorities in
trade. Countries want data sovereignty to protect their own production and
resource information. They are cautious about sharing data that may expose
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strategic assets.® At the same time, companies and regulators need supply chain
transparency for responsible and lawful sourcing. Without clear information, ESG
compliance and public trust become uncertain. Trade security adds another layer
of pressure for states and firms.? They must protect sensitive knowledge and key
technologies from misuse. The limits on data sharing can disrupt trade flows and
reduce visibility.! Other governments have tried to reduce these risks through
diversification efforts. In November 2025, the United States agreed to support new
mineral projects in Uzbekistan. Concerns about transparency have also grown in
many sectors of CRM value chain. In 2019, Volvo Cars used blockchain to trace
cobalt in its electric vehicle batteries. This system helped the company verify
responsible sources across its global value chain.!!

The implementation of Digital Product Passports (DPP) for CRM in battery
value chains faces significant legal conflicts across jurisdictions, requiring cross-
border cooperation principles to address jurisdiction, enforcement, and mutual
recognition challenges.!? Traceability in critical mineral supply chains encounters
persistent challenges in standardization, verification, and establishing effective
cross-jurisdictional frameworks that accommodate multi-country operations. Self-
sovereign identity technologies using decentralized identifiers and verifiable
credentials can manage DPP while balancing decentralization, trust, and
stakeholder data control.’3

DPP can enhance circular economy principles for CRM by maintaining detailed
provenance tracking throughout the material lifecycle, particularly for electric
vehicle battery reuse and recycling. A digital twin model employing Product-
Process-Resource Asset Network architecture enhances traceability capabilities
during battery end-of-life disassembly and recycling phases.* Natural language
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processing technologies can be applied across battery lifecycle phases, with a
proposed technical language processing framework improving data extraction and
standardization in digital passport systems. Data space architectures in supply
chains must balance security requirements, data sovereignty concerns, and
effective data sharing among participants through shared but governed
infrastructures.’

Blockchain technology combined with self-sovereign identity principles enables
supply chain actors to certify and share traceability data while maintaining
granular control over access permissions. * Blockchain implementation in
sustainable supply chains requires careful consideration of governance, policy, and
technical challenges to enhance transparency without compromising sensitive
business data. Threat modeling analysis of traceability systems reveals
cybersecurity vulnerabilities including adversarial access risks and potential
exploitation scenarios that require mitigation strategies."”

Despite advances in technical traceability and DPP analyses for CRM,
International trade law studies has only recently begun to examine how data
governance conflicts intersect with supply chain due diligence obligations. It leaves
critical gaps in understanding how compliance frameworks must evolve.!® Current
research studies the UNCRMTP and lessons from the conflict-of-laws White Paper.
However, guidance on applying these lessons to Recommendation 51 is limited.
Recommendation 49 sets general traceability principles, but literature does not
show how Rec 51 builds enforceable rules. Few studies examine harmonizing these
regulations with DEPA, RCEP, IPEF, or other multilateral agreements.!” The scope,
roadmap, and practical mechanisms for an “International Traceability Law” are
still unclear.?

Current research does not show how legal lessons in traceability can form
international laws. These laws should balance data sovereignty, supply chain
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transparency, and trade security.? Guidance is limited on turning technical
standards into policy recommendations using frameworks like Rec 49. There is
little information on designing governance models that meet national control and
business transparency needs. Supply chain security in CRM industries also
requires better study. Research is almost nonexistent on linking international
standards, trade agreements, and sustainability programs. A unified system for
recognition across borders remains unclear.? Furthermore, developing practical
solutions requires clearer legal and technical guidance for global cooperation.
Expert’s consensus increasingly recognizes that fragmented regulatory
environments inhibit effective international governance of digital trade in high-risk
commodity sectors. The objectives of this research are®

This study analyzes how divergent national data sovereignty frameworks
generate legal and operational barriers that restrict the cross border transfer of
information required to ensure effective traceability throughout critical raw
material value chains.? It evaluates the legal adequacy of existing international
data transfer mechanisms in facilitating traceability data exchange while
accommodating competing national sovereignty interests.” The study further
examines the necessity and feasibility of establishing an international legal
framework capable of reconciling the competing objectives of data sovereignty,
supply chain transparency, and trade security within digital traceability systems
for critical raw materials.?

This research contributes to the development of the normative and legal
foundations of International Traceability Law as an emerging field situated at the
intersection of international trade law, data governance, and sustainable supply
chain regulation.”” The study clarifies the legal obligations governing traceability
for industries that depend on critical raw materials, including battery
manufacturing, electronics, and the circular economy, while promoting greater
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legal certainty for cross border commercial activities. It also formulates principles
that support the mutual recognition of national traceability systems, reduce
regulatory fragmentation, and strengthen international regulatory cooperation.?
Furthermore, the study identifies legal pathways that enable resource rich
developing countries to participate in global traceability networks while preserving
sovereign authority over strategic data. Finally, it addresses governance challenges
associated with critical raw material supply chains by examining legal responses to
corruption, environmental degradation, conflict financing, and human rights risks
through a coherent international regulatory framework.?

Research Method

This research uses qualitative methods to examine international legal
frameworks and regulations. Qualitative methods are well-suited to analyzing
complex regulatory documents. They allow detailed review of legal texts, policy
papers, and frameworks. The study analyzes how countries regulate CRM supply
chains. This approach helps understand conflicts between different national rules.
It also examines compliance mechanisms, legal principles, and regulatory
requirements.?® Countries are divided into three categories based on supply chain
roles. The first category focuses on mineral exploration and extraction in resource-
rich nations. The second category focuses on production and processing in
manufacturing countries. The third category focuses on users and consumption in
major market economies. Indonesia represents the mineral exploration category in
this research. Its nickel mining share rose from 34 percent to 52 percent between
2020 and 2023. Its refined nickel share increased from 23 percent to 37 percent.
China represents the production-focused category, contributing to global refining
capacity. In 2024, China and Indonesia together accounted for 90 percent of global
nickel additions. The European Union represents the user-focused category. EU
demand for rare-earth metals is projected to increase six-fold by 2030. By 2050,
demand is expected to increase seven-fold. Lithium demand in the EU shows even
faster growth, reaching twenty-one-fold by 2050.3!

Data was collected using systematic keyword searches in Google Scholar.
Keywords included critical raw materials, supply chain traceability, and data
sovereignty. Additional terms covered blockchain, digital product passports, and
regulatory compliance. Official government documents, legal texts, and
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3% Tobias Ide and Patrick A Mello, “QCA in International Relations: A Review of Strengths, Pitfalls,
and Empirical Applications,”  International — Studies Review 24, mno. 1 (2022),
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Law1, Research Methods in International Law: A Handbook (Edward Elgar Publishing Ltd., 2021),
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
85129670050&partnerID=40&md5=088ed0e8c459206{934ebbb79122e3b5.

Naeem AllahRakha et.al (Legal Approaches to Data Transfer and Traceability...)


https://doi.org/10.1108/BIJ-06-2017-0133.
https://doi.org/10.1016/j.frl.2026.109641.
https://doi.org/10.1093/isr/viac008.
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
https://www.scopus.com/inward/record.uri?eid=2-s2.0-
file:///C:/Users/ASUS/AppData/Local/Packages/5319275A.WhatsAppDesktop_cv1g1gvanyjgm/LocalState/sessions/80643EE43997DA1B9102FB32B126B99141A055E7/transfers/2026-29/85129670050&partnerID=40&md5=088ed0e8c459206f934ebbb79122e3b5

398 Journal of Human Rights, Culture and Legal System ISSN 2807-2812
Vol. 6, No. 1, March 2026, pp.392-429

| -

international reports were included. Academic journal articles and conference
papers provided additional scholarly insights. All laws were obtained from official
government portals to ensure accuracy. Scholarly literature came from Scopus and
Web of Science databases only. Legal texts analyzed include the EU Battery
Regulation, Critical Raw Materials Act, and GDPR. Chinese laws analyzed include
the Cybersecurity Law, Data Security Law, and rare-earth export controls.
Indonesian laws include the Minerba Law, Personal Data Protection Law, and
SIMBARA  regulations.  International  frameworks include @ UNECE
Recommendation 49, OECD Due Diligence Guidance, and UN resolutions.

The research applied the CRAAP test to ensure validity and reliability of
sources. Currency was ensured by using materials from the last five years only.
Relevance was checked by focusing on CRM supply chains and traceability issues.
Authority was confirmed by selecting works of experts and peer-reviewed
publications. Accuracy was verified through proper evidence and citations.
Purpose was assessed to include only scientific and academic objectives.
Commercial or politically biased sources were excluded. All government
documents came from official portals to ensure authenticity. Doctrinal analysis was
used to examine legal rules, principles, and frameworks. Document analysis
reviewed scholarly articles, policy reports, and agreements. Only publicly
available data was used for this research. No confidential or proprietary
information was accessed. All sources were cited to acknowledge intellectual
contributions. The researcher has no conflict of interest. This study was conducted
for academic purposes only, without external funding.

The geography included only Indonesia, China, and the EU. The study focused
on three supply chain categories: exploration, production, and consumption. Only
CRM for batteries were analyzed. The principles proposed have not been tested in
practice. Implementation may reveal practical challenges not anticipated in the
research. Differences in administrative capacity may affect compliance and
effectiveness. Developing countries may lack resources to implement traceability
systems fully. Strategic circumvention by companies or states may undermine
compliance. Enforcement mechanisms may not prevent deliberate non-compliance.
Rapid technological changes may strengthen or obsolete legal solutions. Advances
in AL, encryption, and quantum computing may affect data security assumptions.
Publicly available documents may not reflect actual practice or enforcement gaps.
Official regulations may differ from how rules operate on the ground.

Results and Discussion
National Data Sovereignty Frameworks and Cross-Border Barriers in CRM
Traceability

Data sovereignty as a regulatory concept has evolved significantly in the past
decade, reflecting broader tensions between economic nationalism and digital
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interdependence.?? Experts distinguish between “hard” localization mandates and
“soft” sovereignty instruments that permit conditional cross-border flows.
Addressing the first research objective, this section analyzes how divergent
national data sovereignty frameworks in Indonesia, China, and the European
Union create legal and operational barriers to cross-border data flows necessary for
CRM supply chain traceability.®

Indonesia enforces strict data localization to control its nickel and critical
minerals. The Minerba Law (No. 3/2020) and ESDM Regulation No. 11/2023 require
full digital traceability of mineral production. All mining data must remain in
Indonesia and be accessible to the government.3* The Personal Data Protection Law
(PDPL No. 27/2022) allows cross-border personal data transfers only with strong
safeguards or equal protection abroad. Without these safeguards, explicit consent is
needed for data transfer. MoCI Regulation No. 5/2020 requires private electronic
operators to remove illegal content within 4-24 hours. Authorities also have wide
powers to order content takedowns. At the same time, Indonesia signs
international agreements like the September 2024 UK-Indonesia Critical Mineral
MoU.*»

China treats data governance as a key part of national security and industry
strategy. This is especially true for rare earths and critical minerals. The
Cybersecurity Law of 2017 requires important data to be stored fully within China.
This applies to both domestic and foreign-owned companies operating in China.%
The Data Security Law of 2021 allows authorities to classify mining and refining
data as “important” or “core.” These classifications are subject to strict export
controls. In November 2025, China added export rules for five more rare earth
elements. These measures strengthen Beijing’s control over data and material
flows.” The rules prevent unrestricted sharing of supply-chain information with
foreign partners. This system gives China significant leverage over downstream
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industries globally. Experts have analyzed China’s approach as an “adaptive
sovereignty” model that strategically calibrates data openness to serve industrial
policy goals. This approach contrasts with liberal data governance models that
treat free data flows as trade liberalization measures.?

The European Union has created a strong data governance framework for CRM
supply chains. It aims to enforce transparency and protect rights beyond EU
borders. The Critical Raw Materials Act (2024) sets rules for responsible sourcing
and traceability.® The Battery Regulation (2023/1542) requires digital product
passports with CRM content data. The Data Act (2023) ensures relevant supply-
chain data is accessible, auditable, and usable within the EU. These laws also limit
access by non-EU public authorities. GDPR and the Data Governance Act set strict
rules for cross-border transfer of personal data. Many producer countries,
including China and Indonesia, do not meet these conditions.*’ The Corporate
Sustainability Due Diligence Directive (CSDDD) requires companies to identify
and reduce harms in CRM value chains. This creates strong demand for verifiable
data that may conflict with local data rules. These linked rules show the tension
between EU transparency and global data sovereignty.*!

The adequacy of current multilateral and plurilateral frameworks for governing
cross-border data flows in high-risk value chains has attracted considerable
scholarly scrutiny.*> Current researches argue that present trade agreements fail to
bridge the gap between national data sovereignty and functional traceability
requirements. Turning to the second research obijective, this section evaluates
whether existing international data transfer mechanisms namely DEPA, RCEP, and
IPEF provide legally adequate pathways for CRM traceability data exchange in the
context of competing sovereignty frameworks.*

The Digital Economy Partnership Agreement (DEPA) is a trade pact among
Chile, New Zealand, Singapore, and South Korea. It helps smaller countries grow
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their digital economies. DEPA covers modern topics like Al and digital identities. It
also promotes paperless trade and smooth electronic transactions. On 15 July 2023,
the members signed a Protocol to strengthen the rules. This Protocol benefits New
Zealand companies exporting digital products and services. It came into force on
20 March 2024. One key rule, Article 4.3, allows businesses to send information
across borders electronically. This includes personal data, but only when needed
for normal business activities.*

The Regional Comprehensive Economic Partnership (RCEP) is a free trade
agreement among 15 countries. It includes the 10 ASEAN nations plus China,
Japan, South Korea, Australia, and New Zealand. RCEP started in 2013 after
negotiations began in 2012. The member countries together have nearly half the
world’s population. They account for about 30% of global GDP and over 25% of
world exports. The agreement lowers tariffs and opens markets for goods and
services. It also protects investments and simplifies trade rules. RCEP covers areas
like e-commerce, intellectual property, competition, and support for small and
medium enterprises. The deal keeps ASEAN at the center of regional trade. It helps
smaller companies join global supply chains more easily. The agreement aims to
provide fair benefits to all members. It also works to reduce economic gaps
between the countries.*

In May 2022, the United States launched the Indo-Pacific Economic Framework
for Prosperity. Thirteen partner countries joined, including Australia, India, Japan,
and South Korea. Together, these 14 countries represent about 40% of the world’s
GDP. The framework aims to make their economies stronger, greener, fairer, and
more resilient.”” IPEF has four main pillars: trade, supply chains, clean energy and
infrastructure, and tax/anti-corruption. Countries can choose which pillars to join
based on their priorities. The Supply Chain Agreement was signed in 2023 and is
now in force. The Clean Economy Agreement, Fair Economy Agreement, and IPEF
Partnership Agreement have also been completed. Negotiations on the Trade pillar
are still ongoing. Australia has already ratified the Supply Chain Agreement and is
working on the others.*
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UNECE Recommendation No. 49 focuses on “Transparency at Scale” in supply
chains. It aims to make global trade more sustainable and trustworthy. The
recommendation promotes fair trade, environmental protection, and respect for
human rights. It also gives honest companies equal opportunities and opens
markets for green products.® Sharing reliable sustainability information should be
faster, cheaper, and accurate. All data must be easy to verify and compatible with
global systems.?’ Information should be clear, digital, and protect business secrets
and privacy. It must stay under the control of the data owner. The recommendation
encourages sharing product information only with those who need it. It also
supports tracking materials throughout the supply chain. A common digital format
helps compare products and companies easily. The approach promotes a circular
economy by reusing materials and reducing waste.!

Feasibility and Necessity of an International Traceability Framework

The systemic fragility of global CRM value chains has been extensively
discussed in recent supply chain resilience literature.>> Geopolitical constraints and
strategic export controls have demonstrated structural weaknesses that bilateral
arrangements cannot address. The third research objective is addressed across this
section and Sections 3.8 and 3.9, which together build the normative and structural
case for a new international legal instrument.>® Global supply chains link many
countries with different rules, economies, and politics. Agreements between only
two countries usually cannot fix major weaknesses in these chains. When a shock
occurs, like a pandemic or trade war, cooperation is slow and difficult. Many parts
are specially made, so switching suppliers is costly and time-consuming.>

Efforts by just two countries, like the US-China trade war, often fail to solve
supply chain problems fully. Different data rules in every country create additional
challenges for companies. Following all these rules is expensive and creates
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complex paperwork.% Each country interprets regulations differently, leaving
businesses unsure about compliance. Rules on “important” or “sensitive” data are
unclear, and penalties for mistakes are high. Companies often respond by delaying
data sharing or avoiding some markets entirely. These restrictions make it hard for
the executive authorities to track inventory, forecast demand, or coordinate with
partners globally. Some companies, like Volvo, now join blockchain networks for
responsible sourcing to improve transparency in supply chain.®

Experts now see transparency as part of national security, not a threat. A
country’s sovereignty depends on its people, land, and recognized government.
Security means protecting laws, values, and the way of life. Today, sovereignty
faces new challenges from other states, sanctions, or pressure. Large companies
and private groups can also limit a state’s control. Global technology, the internet,
and transnational organizations make full independence harder. Nations must
control with openness to remain safe and free. “Digital sovereignty” shows how
states try to protect their data and online space. It reflects efforts to stay
independent while facing outside pressures and risks.

DPPs act like IDs that travel with products. They show what a product contains,
where materials come from, and how it was made. DPPs also provide
environmental information and guidance for repair, reuse, or recycling.% The
European Union will soon require DPPs for batteries, electronics, and textiles.
Other countries, including China, Australia, and the United States, are planning
similar systems.” DPPs give consumers, companies, and authorities easy access to
reliable product information. This encourages greener choices and circular business
models like repair and recycling. Developing countries need support with training
and technology to avoid trade barriers. Legal cases show companies can be held
responsible for suppliers” actions even if links are indirect. In 2013, the Rana Plaza
collapse in Bangladesh killed over 1,100 garment workers. Danish authorities
found PWT Group violated OECD Guidelines for failing safety checks on its
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supplier. Similarly, German authorities told Adidas to improve its complaint
system after workers faced anti-union actions and unpaid wages.®

DPPs act like digital IDs for products from factory to recycling. They show what
materials the product contains and where they come from. DPPs also explain how
products were made and their environmental impact. They provide guidance on
repair, reuse, and recycling.®! The European Union will soon require DPPs for
batteries, electronics, and textiles. Other countries, including China, Australia, and
the United States, are planning similar systems. DPPs give consumers, companies,
and authorities access to trustworthy product information. This helps people make
greener choices and encourages circular business models. It is also important to
support developing countries with training and technology. This ensures DPP
rules do not create trade barriers and benefit everyone. Past cases show companies
can be responsible for harm caused by suppliers. In 2013, the Rana Plaza collapse in
Bangladesh killed over 1,100 workers.®> Danish authorities found PWT Group
violated OECD Guidelines for not checking its supplier properly. Even though
PWT was a minor buyer, it was held accountable. In another case, Germany asked
Adidas to improve its complaint system. Workers at an Indonesian sub-contractor
faced unpaid wages and anti-union actions.®

Data sovereignty means a country control how information must be protected
within its borders. Governments can block certain data from leaving the country to
ensure security. Many developing countries worry that big tech firms from rich
nations take their data unfairly.* This often creates concerns about economic and
digital control. Companies sometimes resist these rules to protect business secrets
or avoid extra costs. Enforcing international data rules is difficult because
violations are hard to punish. Linking computer systems across countries is also
technically complex. These challenges make global data governance a major legal
and policy issue.®
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Legal Principles toward International Traceability Law

The design of international regulatory frameworks for novel governance
challenges draws on a well-developed body of international law scholarship
concerning the relationship between principles, rules, and enforcement
mechanisms.® In particular, the literature on “global administrative law” offers
useful structural insights into how non-state actors can be held to accountability
standards across jurisdictions. Developing an international traceability law for
CRMs needs clear legal building blocks. A set of principles should guide cross-
border traceability rules. The principle of legality requires laws to be clear,
accessible, and not retroactive. Businesses must understand what is allowed,
forbidden, and the penalties for violations.® The principle of proportionality
requires measures to be the least restrictive possible. Authorities must consider
product or actor circumstances and explain restrictions carefully.® Functional
equivalence ensures digital records, signatures, and product identifiers have equal
legal value. This allows electronic traceability to be recognized in cross-border
trade. Functional sovereignty emphasizes a state’s control over data, resources, and
compliance.®” At the same time, it allows participation in shared, interoperable
systems.

Harmonized data models, shared vocabularies, and unique identifiers support
CRM traceability. Verifiable credential frameworks help systems work across
different legal environments. Rule-based mechanisms, such as Rule-Based Access
Control (RuBAC), manage data access. It enables predefined, automated “if-then”
rules to determine who may access which data elements under what conditions,
balancing transparency needs with commercial confidentiality and national
security. Federated oversight and regional coordination let states control their own
data. Trust frameworks also support harmonization across borders. Compliance
mechanisms ensure traceability rules are enforceable internationally.”

The proposed legal framework for international CRM traceability must follow
UNECE Recommendation 49. This recommendation sets key requirements for
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trust, quality, and interoperability in sustainability data. It requires that data be
high-quality, verifiable, interoperable, accessible, and privacy-preserving. Data
must also be digitized, understandable, and under the control of its owner.
Aligning with Rec. 49 ensures CRM traceability records are accurate and complete.
Records must also be independently verifiable by regulators or auditors.
Interoperability requires following regional and international technical standards.
This allows CRM data to move smoothly across borders and platforms.
Recommendation 49 also stresses that transparency cannot compromise privacy or
business confidentiality. Privacy-preserving design is therefore a central legal
requirement. The framework must support self-sovereignty for value chain actors.
Companies must keep control over their own product, facility, and company
information. At the same time, regulators must access the data needed to meet
sustainability goals.”!

In addition to UNECE frameworks, the legal structure must follow international
digital and trade agreements. DEPA Module 4, Article 4.3 requires parties to allow
cross-border data transfers for business needs. Each party may still apply its own
regulatory rules for information flows. The IPEF Supply Chain Agreement adds
mechanisms supporting traceability objectives.” Its Supply Chain Council creates
sector-specific action plans for critical goods. The Supply Chain Crisis Response
Network provides channels for sharing information during disruptions.” RCEP
covers 16 countries, nearly half the world’s population, and 30% of global GDP. It
aims to lower trade barriers and improve market access in Asia—Pacific economies.
The study proposes four layers for an International Traceability Law. The
foundational layer sets principles reconciling data sovereignty, transparency, and
trade security. The operational layer covers technical and procedural elements
across borders. It includes standards, protocols, verification models, and mutual
recognition agreements. The enforcement layer ensures obligations are upheld
through disputes, monitoring, sanctions, and cooperation. 7

The capacity-building layer supports countries with limited technical or
institutional ability. It provides guidance, assistance, and phased implementation
methods for effective adoption. This four-layer framework constitutes the study's
direct answer to the central research question: international legal frameworks can
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reconcile the traceability trilemma by structuring obligations around differentiated
but interoperable layers that simultaneously protect sovereignty, guarantee
transparency, and preserve security.”

The Trilemma as a Structural Challenge

The traceability issues in CRM value chains comes from three competing goals.
These are data sovereignty, supply chain transparency, and trade security.
Optimizing one goal often limits the others. Data sovereignty rules increase supply
chain risks and complicate cross-border operations.” Strict data transfer laws raise
costs and create security challenges. Similar structural tensions appear in the
Mundell-Fleming Trilemma or “Impossible Trinity” in monetary policy.” The
trilemma concept has been applied widely in international law, particularly in
analyzing trade-offs between market integration, regulatory autonomy, and
democratic governance.” Experts have also applied “game-theoretic” models to
similar collective action problems in international environmental and trade
regimes. It shows that fixed exchange rates, free capital flows, and independent
monetary policy cannot all exist together.”

Globalization Trilemma also mirrors this traceability challenge. It demonstrates
that democracy, national sovereignty, and global economic integration cannot fully
coexist.® Arrow’s impossibility theorem further shows that no voting system
satisfies all rational-choice rules. In traceability, these trade-offs are inevitable and
cannot be fully avoided. On April 4, 2025, China’s Ministry of Commerce and
Customs issued Announcement 18. It imposed export controls on medium and
heavy rare earth materials for national security. These controls act like a “one-shot
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bazooka,” strong but limited in effectiveness. Overuse of such controls may force
permanent supply chain diversification.®!

Volvo Cars implemented global traceability of cobalt in its batteries using
blockchain in 2019. The system covers China, South Korea, and Sweden, partnering
with Circulor and Oracle. It digitally tracked recycled cobalt across multiple
refiners and manufacturing sites over a 3,500 km journey. This ensured no cobalt of
unknown origin entered the supply chain. However, technical traceability does not
remove legal barriers to cross-border data sharing. 2 GDPR requires personal data
to be modifiable or erasable, but blockchains make this technically impossible.
Organizations may face penalties up to €20 million or 4% of global revenue.
Blockchain nodes can operate across jurisdictions, complicating compliance. The
Digital Product Passport is legally required under EU Regulations 2024/1781 and
2024/1305. Controlled access to information is regulated by Article 10 and specific
levels set by Article 4. Self-Sovereign Identity (SSI) gives users control over
credentials with their consent, unlike centralized identity systems. Participants
need verifiable credentials recognized in the data space to engage effectively. DPPs
must be interoperable across industries and borders using harmonized standards.
Traditional supply chains rely on centralized databases and auditors, creating
single points of failure and cyber risks. Blockchain’s decentralized design fosters
trust through transparent, independently verifiable transactions. Assuming
technology alone solves legal and political conflicts reflects “techno-solutionism,” a
flawed approach for CRM traceability governance.®

The traceability seems unsolvable when one goal reduces the others. Zero-sum
thinking assumes that one person’s gain is another’s loss. This mindset treats
resources as limited and social relations as competitive. Digital sovereignty is
important for managing supply chains and protecting data. Research shows risks
to digital sovereignty can be reduced using distributed ledger technology.
Sovereign Al and cloud systems keep data inside national borders. This reduces
foreign access and avoids vendor lock-in. Companies often use hybrid clouds to
balance security and efficiency. Federated governance distributes decision-making
to those closest to the data.’ This model allows faster innovation and maintains
compliance with rules. It also helps scale data governance as data volumes and
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complexity increase. The principle of subsidiarity gives lower authorities some
independence from higher bodies. The Union can act collectively only when
individual actions are insufficient. Subsidiarity reflects a margin of appreciation for
local decision-making.®

The Sovereignty-Transparency Conflict

China controls about 90% of global rare earth refining, creating a supply
bottleneck. Rare earths mined elsewhere often must be sent to China for
processing. These materials are essential for many defense technologies, including
fighter jets, submarines, missiles, radar, drones, and smart bombs.? National
security concerns justify strong data sovereignty rules.®” In 2010, China cut rare
earth exports to Japan over a territorial dispute, causing global prices to spike.
During the U.S.-China trade war, Beijing again threatened to use rare earths
strategically. Developing countries’ natural resource revenues can strengthen
institutions, support social programs, and fund industries. BRICS nations treat
certain data as strategic resources to support national development.® Sustainable
energy systems generate massive amounts of valuable data, from smart meters to
environmental monitoring. If such data is mainly processed in developed
countries, developing nations may not receive fair economic benefits, worsening
inequality.

Starting in 2027, EU batteries over 2 kWh must carry digital passports with
detailed provenance, carbon, and recycling data. The U.S. Inflation Reduction Act
ties EV tax credits to supply chains free of “foreign entities of concern” and to
higher domestic critical mineral use. Lack of supply-chain transparency enables
human rights abuses, conflict funding, and environmental harm.* The connection
between opacity and harm has been extensively discussed in the extractive
industries literature and has informed mandatory human rights due diligence
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legislation across multiple jurisdictions.”” The UN Guiding Principles on Business
and Human Rights provide the foundational normative framework within which
traceability obligations should be understood.”!

Circular economies for batteries require end-to-end material passports. Effective
recycling depends on knowing chemistry, impurities, and provenance at the batch
level. Current lithium recycling yields remain below 5% due to heterogeneous
black-mass and missing data. Regulators should limit mandatory disclosure to data
required to prove responsible sourcing. Key elements include origin, mine ID,
recycled content, and CO, footprint. More detailed documentation, audits, and
corrective plans are also needed. Sensitive data, like ore grades, refining yields,
customer lists, and deposit geolocation, must remain protected. Zero-knowledge
proofs, homomorphic encryption, and secure multi-party computation can verify
compliance without exposing underlying data.®

Trade Security in an Era of Weaponized Supply Chains

China’s dual-use export controls on rare earth elements show supply chain
weaponization. EU assessments under the Critical Raw Materials Act also highlight
these chokepoints. Without supply diversification, the EU risks serious strategic
vulnerabilities. The new Strategic Projects advance the implementation of the
Critical Raw Materials Act. The Act aims for European extraction, processing, and
recycling to meet 10%, 40%, and 25% of demand by 2030. The “new geopolitics”
shows a shift from energy dependence to mineral supply vulnerabilities.”®> Control
over extraction, processing, and distribution gives significant leverage to states.
This tactic continues historical precedents, turning rare earths into economic
chokepoints. It signals Beijing’s intent to reward allies while penalizing rivals.

In CRM value chains, refining and separation innovations are closely protected.
Detailed traceability can reveal intellectual property to competitors or state actors.
The intersection of trade secret protection and supply chain disclosure obligations
creates a layered legal tension that standard IP frameworks are not designed to
resolve.”* A “regulatory sandbox” approach may be needed to pilot disclosure
regimes without irreversibly compromising competitive position. Shared platforms
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like blockchain or IoT may increase this risk. Supply chains face barriers like data
silos, cybersecurity gaps, and interoperability problems. These challenges make
electronic data transfers more vulnerable to leaks. The U.S.-Uzbekistan agreements
address these risks by promoting alternative sourcing. Signed in September 2024,
the agreements expanded in 2025 with $1 billion for joint exploration. They focus
on uranium, copper, tungsten, and rare-earth minerals. The MOU, part of the C5+1
Critical Minerals Dialogue, protects Central Asian ecosystems. It also ensures U.S.
access to geological data and processing technologies.*

Supply chain traceability data in the CRM sector is a dual-use asset. The same
detailed data enables OECD-aligned due diligence. It includes mine locations,
volume flows, smelter identities, and certification flags. The data can also be
misused for industrial espionage or geopolitical targeting. Security experts may
classify parts of the dataset for national-security reasons. But hiding information
creates gaps that enable smuggling and sanctions evasion. International agreement
is needed on which data may be redacted safely. Redacted data should not violate
due-diligence obligations.*

The Kimberley Process Certification Scheme (KPCS) reduced conflict diamonds
in global trade. It used mandatory peer-reviewed reporting and shared watch lists.
The OECD Due Diligence Guidance helps companies and governments track
minerals from conflict areas. It targets tantalum, tin, tungsten, and gold that funded
armed groups in Central Africa. The EU-Canada Minerals Security Partnership
and other 2023 initiatives promote CRMSs cooperation. The U.S.-Japan—-Korea
Trilateral Critical Minerals Arrangement strengthens international supply chain
security. Australia and the EU also work together across exploration, processing,
recycling, and innovation. The Cold War Coordinating Committee for Multilateral
Export Controls offers a historical analogy. Seventeen Western nations agreed on
common controls and mutual end-use verification. They still protected national
cryptography and intelligence systems. Full secrecy, however, creates its own
security risks.”

Why Existing Mechanisms Fail: Structural Analysis

A typical electric-vehicle battery value chain spans four or more countries.
Lithium may be extracted in Chile, refined in China, and made into cells in South
Korea. Vehicle assembly and data generation often happen in the EU. For n
countries to mutually recognize traceability systems, n (n-1)/2 agreements are
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needed. In a four-country chain, this creates six separate bilateral instruments. Each
agreement has its own technical standards, audit rules, data-sharing clauses, and
dispute mechanisms. Bilateral talks reflect differences in economic power, market
size, and technology control. Investment choices often depend on quick access to
foreign markets. Host countries compete by offering permissive traceability and
data-sharing rules.”®

Regional trade agreements like DEPA, RCEP, and IPEF try to address the
traceability trilemma. The structural limitations of regional trade frameworks in
addressing global commons problems have been analyzed through both
institutionalist and functionalist lenses. The “Spaghetti bowl” effect of overlapping
regional agreements creates compliance complexity that undermines rather than
reinforces governance coherence.” They include rules on data flows, supply chain
transparency, and digital security. However, they face limits in balancing data
sovereignty, transparency, and trade security. Their regional focus does not match
the global nature of CRM value chains. This gap reduces their ability to enforce
traceability across the entire chain. By design, these frameworks can favor “insider”
members over outsiders.!® This creates barriers for non-members and shifts CRM
flows toward specific blocs. Despite this, the agreements have increased intra-bloc
trade flows. They clarify non-discrimination principles and support wider
adoption of standards.!%!

The soft law paradox in CRM value chains comes from tension between
flexibility and accountability. Voluntary instruments like guidelines and
certifications encourage innovation and broad adoption without strict rules.!® Yet
their non-binding nature allows inconsistency and evasion, weakening trust in
supply chain data. Voluntary standards often fail to ensure robust CRM traceability
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due to weak adoption, incentives, and oversight.'® They cannot fully meet the
trilemma’s demand for transparent, verifiable data while respecting sovereignty
and security. UNECE Recommendation 49 is technology-neutral regarding
physical data carriers such as QR codes and RFID tags. It does not explain how
sustainability information should be encoded or accessed.!™ The recommendation
also does not cover the design or production of these devices. While it may define
core terms and verify open-source tools, general software development is outside
its scope. Storage solutions for product or value chain data are also not included.
Soft law’s main weakness is the lack of penalties, letting non-compliant firms
benefit without consequences.®®

The Case for Recommendation 51 and International Traceability Law

Multiple factors like geopolitical tension, climate urgency, technology growth,
and ESG investments align interests. The conditions for successful international
institutional design such as convergence of interests, epistemic communities, and
political windows have been theorized extensively in regime theory. ! The
emergence of CRM traceability as a shared concern among otherwise competing
states may represent precisely such a window of opportunity. This alignment
increases demand for unified CRM traceability frameworks.!” Climate imperatives
make this need even stronger. The green transition will require four times more
CRM supply by 2040. Electric vehicles, batteries, and renewable energy drive this
growing demand. The Global Traceability Standards (GS1) shows how
interoperability can work. It standardizes data exchange to verify origins and ESG
compliance without proprietary barriers. The Montreal Protocol phased out ozone-
depleting substances with timed production cuts. It used technology transfer funds
to support innovation. This approach achieved a 99% reduction in controlled
emissions. It also encouraged alternatives like HCFC substitutes.!®
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Recommendation 49 provides a recognized foundation for end-to-end
traceability in mineral value chains. It was developed through an open, multi-year
UN/CEFACT process. Governments, industry, and civil society all participated in
its creation. One core strength is its design as a bridge between technical standards
and regulatory needs. It requires using the UN/CEFACT Traceability Call for
Implementation templates. It also mandates mass-balance or segregated chain-of-
custody models in high-risk CRM corridors. Certain data attributes must be
exchanged, including country of origin and unique batch identifiers. Carbon
footprint information is included where applicable. These requirements can
become enforceable under national law or future international conventions. Taken
together, Sections 3.3, 3.8, and 3.9 establish that: (i) existing bilateral and regional
mechanisms are structurally inadequate; (ii) the geopolitical, technological, and
sustainability conditions creating demand for a unified framework are converging;
and (iii) a legally feasible pathway exists through building on UNECE
Recommendation 49 toward a binding Recommendation 51. This directly answers
the third research objective.®

Toward a legal framework for the traceability in CRM value chains, states must
keep full control over sensitive data in their territory. They must allow limited
cross-border data flows needed for global supply-chain traceability. Traceability
requirements should match the legitimate regulatory purpose and avoid full
disclosure of the entire value chain. States recognize each other’s certified
traceability systems if they achieve similar results in responsible sourcing and
security checks. All approved systems must use strong cybersecurity and integrity
protections for legal recognition. Timelines and obligations are adjusted to each
country’s institutional and technological capacity. Traceability systems are run by
hybrid governance bodies including industry, civil society, communities, and
government equally. Trusted participation depends on decentralized digital
identity systems, ideally self-sovereign identity using W3C verifiable credentials
and decentralized identifiers.!?

UNECE has a strong record in creating neutral, consensus-based standards.
These standards connect public and private stakeholders across different regions.
UNECE’s authority is valuable even in a fragmented geopolitical environment. Its
standards are non-binding and do not need formal ratification. The traceability
framework must comply with WTO law from the start. This includes the TBT
Agreement and core non-discrimination rules. Traceability rules should focus on
process and production methods. They must be clearly non-product-related and
avoid arbitrary discrimination. UNCITRAL can complement UNECE standards
with supporting legal infrastructure. Global principles in Rec 51 should match
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regional legal traditions and data rules. Enforcement capacity must also be
considered when applying these principles.!!

The UNCRMTP establishes a decentralized, verifiable linked data system for
CRM supply chains. It enables secure tracking without relying on a central
authority. Unlike traditional API-based systems, UNCRMTP uses a web-like linked
data model. Each participant publishes machine- and human-readable credentials
with unique identifiers. These identifiers can be resolved through trusted identity
anchors. The system stores digital records with CRM-specific data, including
composition, origin, extraction methods, and environmental metrics. The DPP uses
a 'need-to-know" access model with role-based permissions. This approach
respects data sovereignty and limits shared information to verified excerpts.!'

Beijing announced a series of adjustments to trade measure on rare-earth export
controls in November 2025. The pause lasts one year, until November 10, 2026. It
followed high-level U.S.-China negotiations in Busan and bilateral commitments.!!?
This move signals a careful adjustment of risks in CRM value chains. China’s 2024-
2025 regulatory changes included the Ministry of Finance’s CSDS (Trial). Stock
exchanges also require SSE 180, STAR 50, SZSE 100, and ChiNext firms to report
ESG data by 2026. These rules show a shift toward “double materiality”
disclosures. They align with ISSB and EU CSRD standards. The focus is on
governance, environmental impact, and supply chain risks.

Most mineral-rich states in the Global South lack sufficient financial resources.
This highlighted how traceability and transparency requirements imposed by
Northern-led regulatory frameworks can function as de facto non-tariff barriers,
disadvantaging producers who lack the technical infrastructure for compliance.!!*
Capacity-building provisions in international agreements have had mixed success
in addressing this asymmetry. They also have limited digital infrastructure and
skilled personnel. These gaps make deploying blockchain-based or interoperable
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traceability systems difficult.!> Mineral-producing developing countries face major
challenges in infrastructure, human capital, and funding. Governments often
worry that Northern-led traceability initiatives transfer control over subsoil data.!
Such transfers occur without providing fair benefits to the producing states. The
principle of common but differentiated responsibilities (CBDR) could address these
concerns. It is already recognized in climate and biodiversity regimes. It should be
applied explicitly in CRM traceability governance.!”

Without industry support, even strong legal frameworks risk remaining
theoretical. Companies worry traceability data could reveal proprietary sourcing
strategies and costs. Contract terms or geological knowledge may also be exposed.
Public reporting could require aggregated, anonymized, or pseudonymized data
only. Full, detailed datasets should remain accessible to regulators under strict non-
disclosure rules. Legal privileges, like those in banking supervision or competition-
law leniency, could protect raw data.!'® Frameworks such as iTSCI or the Cobalt
Industry Responsible Assessment Framework still see low uptake. Second- and
third-tier suppliers rarely participate fully in these programs. Meanwhile, growing
ESG-linked investment creates strong incentives for compliance. Pure top-down
regulation may impose technically difficult or overly costly obligations.!”

Global supply chains are often opaque, and national regulations differ widely.
These differences create strong incentives for companies to bypass rules. The main
enforcement tool is linking market access to verifiable traceability compliance.
Private companies can support this by including traceability performance in ESG
frameworks. Mandatory public disclosure of traceability data can create
reputational pressure on firms. Trade disputes over traceability need fast, expert-
led resolution mechanisms. Traditional WTO panels are too slow and politicized
for these issues.
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Implications and Future Trajectories for International Traceability Law

This nascent field goes beyond existing branches of international economic law.
It creates a distinct space for governing global supply chains through mandatory,
verifiable information flows. International traceability law is highly
interdisciplinary at its core.'® It works at the intersection of trade law, data
governance, environmental law, human rights law, and technology regulations.
Traceability systems for active pharmaceutical ingredients face similar tensions. EU
and WHO rules aim to prevent falsified medicines. These rules require disclosure
but must respect data sovereignty. The field balances transparency, compliance,
and legal protections across borders.

Data is no longer only ancillary to trade in goods. In high-risk value chains, such
as cobalt, lithium, or rare-earth elements, traceability data forms part of the good
itself. This challenges the traditional distinction between trade in goods (GATT)
and trade in services (GATS).1?! Certain data flows are neither services supplied
electronically nor simple transmissions. They are digitally embodied attributes of
physical products. The trilemma shows contradictions of strict digital sovereignty
in global value chains. Even strict jurisdictions, like China with its Critical Mineral
Traceability Standard, rely on data generated abroad. The EU, with its Battery
Regulation and Digital Product Passport, faces the same reliance on foreign-
generated data. Often this data comes from Indonesia and is processed by foreign-
owned platforms. Governing CRM traceability systems resembles regulating large
digital platforms under GDPR, DMA, and emerging EU rules like the AI Act and
Data Act.!2

The proposed legal framework for resolving the traceability trilemma has global
implications. Effective traceability is essential for moving CRM value chains
toward a circular economy. The framework improves supply chain transparency,
which supports accurate Scope 3 carbon accounting. It also helps companies
implement decarbonization strategies more reliably. The framework strengthens
compliance with emerging human rights and environmental due diligence
obligations. It contributes to multiple Sustainable Development Goals in an
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integrated way. Responsible Consumption and Production is a key area supported
by this framework.!?

The principles and mechanisms have not yet been tested in real-world CRM
supply chains. Different administrative capacities may limit effective
implementation and compliance. Non-cooperative actors could deliberately try to
bypass the rules. Advances in Al may change how compliance is monitored or
enforced. Homomorphic encryption and zero-knowledge proofs could strengthen
technical safeguards. Quantum computing may make some current technical
methods obsolete. These rapid changes create uncertainty for the framework’s
long-term effectiveness.

Conclusion

This study concludes that fragmented national data sovereignty regimes have
become a fundamental legal obstacle to the establishment of effective international
traceability systems for critical raw materials. Divergent regulatory approaches
adopted by the European Union, China, and Indonesia impose inconsistent
requirements for data localization, cross border data transfers, and digital
traceability, thereby increasing compliance costs, reducing legal certainty, and
weakening supply chain resilience. The absence of harmonized legal standards
prevents seamless information exchange across jurisdictions and limits the
effectiveness of existing traceability mechanisms. The study further concludes that
the development of International Traceability Law requires a coherent legal
framework founded on the principles of legality, proportionality, functional
equivalence, and functional sovereignty. Such a framework should recognize the
legal validity of digital traceability records, facilitate secure cross border data
exchange, respect legitimate national interests in strategic data governance, and
maintain consistency with international trade obligations. At the same time, the
framework should incorporate differentiated implementation mechanisms that
enable developing mineral producing countries to participate effectively without
undermining their sovereign rights over critical resources. International
traceability framework extends beyond regulatory compliance by strengthening
supply chain transparency, supporting sustainable resource governance,
enhancing environmental and human rights due diligence, and improving the
resilience of global critical raw material value chains. Although complete
reconciliation between data sovereignty, transparency, and unrestricted
international trade remains unattainable, a balanced legal framework can provide
the normative foundation for trusted international cooperation and the future
development of International Traceability Law.
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